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About Venak & Avenak Detection Malware Scanner (MPS Edition)

. What is VA Detection Malware Scanner?
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. What is the MPS (Main Protection System)?
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MPS Capabilities
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e MPS Test Checks

o If you want know more about MPS test Checks please see following
link

http://www.uOvd.org/Docs/White Paper.pdf
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Support Viruses and Rootkits techniques

For more information about techniques Please see

o www.Rootkit.com

DKOM (Direct kernel Object Manipulation)

This new technique is called direct kernel-object manipulation or
DKOM.

DKOM enables kernel mode Rootkits to modify kernel structures that
exist in Memory such as lists of active processes and loaded drivers.

Hook Processes MDL (Memory Descriptor List)
TCP IRP (I/0 Request Packet) Hook

Hiding Processes by Doctoring the PspCidTable
BASIC ROOTKIT

The other Hiding Processes using an SSDT Hook
Hooking modules (Inline , Detour )

Hooking Services and Drivers

None support things

SYSENTER 2E

Privileged hooks

NTFS Streams

Hooking Interrupt Descriptor Table (IDT)
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VA’s New Technologies

New Technologies MPS Support Manually Checks Validity Scanning
/ Methods

Processes/Modules Yes Yes Yes
Device Drivers Yes Yes Yes
Services Yes Yes Yes
Kernel Drivers Yes Yes Yes
Hooking Modules Yes (Not All) Yes Yes
FPL (Fast Process List ) No Yes No
IAT No Yes No
Threat Files No Yes No
Freeze Yes Yes No
Startup Files Yes Yes Yes
Process Tree No Yes No
SSDT Yes Yes (Not All) No
Sensitive Threat Yes Yes Yes
GUI Scanning Yes No Yes
Parent PID Validity Yes Yes Yes
GDI Scanning Yes No Yes
EProcess Problem Yes Yes Yes
DLL Information Yes No Yes
Hidden File No Yes No
Same Executable Folder Yes No Yes
Files Scanning Yes (not Automatic ) Yes No
Process Call other Yes No Yes

Executable File

ICMP packets Yes Yes No
MDS5 signatures Yes (not Automatic ) Yes No
Binders Detection Yes (not Automatic ) Yes No
DKOM Yes Yes Yes
Hook MDL Yes Yes Yes
TCP/UDP IRP Hooks No Yes Yes
Some SSDT Hook Yes (Not All) Yes (Not All) No
Hooking modules Yes (Not All) Yes Yes

SYSENTER 2E Not Yet Not Yet Not Yet
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Privileged hooks Not Yet Not Yet
NTFS Streams Not Yet Not Yet
Hooking IDT Not Yet Not Yet
Signature Checks No Yes
Help

e UOvd Website (Support and Update )

http://www.uQvd.org

e Contact us

Support Team

Support AT uOvd.org

Any Information about VA

Info AT uOvd.org

Contact with Manager of uOvd security

Nima AT uOvd.org
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